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(57) Abstract: 

PROBLEM TO BE SOLVED: To make a system 
inexpensive and to improve secrecy without adding any 
excessive device by outputting print data stored in the 
memory of a printer while using a password and a job 
number. 

SOLUTION: When a user transmits a print output and a 
secret document instruction from a computer 1, a print 
server 2 transmits that information to a printer 3. When 
the command from the print server 2 is a printing 
instruction, the printer 3 fetches image data. At such a 
time, it is confirmed whether the printing instruction 
shows a confidential document or not, when it shows the 
confidential document, the image data are stored in an 
empty memory (in an HDD), the job number and 
password are set, and the job number is transmitted 
through the print server 2 to the computer 1. Then, only 
when the user inputs these password and job number 
from a control panel 34 of the printer 3, a print-out 
control part 33 outputs the print data stored in the 
memory of the printer 3. 
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The partial English translation of Japanese Patent Laid-Open No. 9- 
244828 (from column 15 to column 31) 

[0015] 

5 [Embodiments of the Invention] 

Embodiments of the Invention will be described below with 
reference to the accompanying drawings. Figure 1 is a block diagram of 
the entire network printer system. In Figure 1 , there are shown 
computers 1 (1a, 1b, 1c and 1d) each used as an input device by four 

10 users and a print server 2 for interfacing the computers 1 with printers 3 
(3a and 3b) to which the present invention relates, which are 
interconnected. More specifically, these machines are interconnected 
such that the four users A, B, C and D can print out the data through the 
print server 2 on the two printers (A) 3a and (B) 3b. The dotted lines in 

15 Figure 1 represent connection lines between the machines, generally 
called l/F cables, of which description will be omitted herein. 
[0016] 

Figure 2 is a configuration diagram illustrating functional blocks in 
each machine and data l/F between the machines according to a first 

20 embodiment. The computer 1 comprises a video and command data l/F 
section 1 1 associated with the print server 2 and other control sections 12. 
The print server 2 comprises a computer l/F section 21 and a printer l/F 
section 22. The computer 1 sends a confidential document command, 
image data and the like to the print server 2. The print server 2 sends a 

25 job number received from the printer 3, memory insufficiency information 
and the like to the computer 1 . 
[0017] 
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The printer 3 comprises a video and command data l/F section 31 
associated with the print server 2, an image (video) data storage section 
(hard disk: HDD and the like) 32, a print output control section 33 that is 
composed of a CPU for controlling the entire printer and a RAM for storing 
5 control data and the like, an operation panel (operation panel control 

section) 34 that is directly operated and confirmed for display by the user, 
a card reader 35 for reading an ID card, an image data control section 36 
and the like. 
[0018] 

10 The print server 2 sends a confidential document command sent 

from the computer 1 , a user password, ID card information, image data 
and the like to the printer 3. The printer 3 sends a job number, memory 
insufficiency information and the like. 
[0019] 

15 Figure 3 is a process flow chart of a security system according to 

the first embodiment. More specifically, Figure 3 shows operations inside 
the computer (user operation) 1 , the print server 2 and the printer 3 and a 
control (operation) flow of the user operation. 
[0020] 

20 The user uses the computer 1 to send print output and a 

confidential document command (1) to the print server 2. The print server 
2 receives the information and sends it to the printer 3 (2). The printer 3 
receives a command from the print server 2 and captures image data if the 
command is a print command (3). 

25 [0021] 

At this time, the printer 3 confirms whether the print command is a 
confidential document (4). If it is a common document, control transfers 
to a normal print process without any processing. If it is a confidential 
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document, the printer 3 confirms whether the memory space available (in 
the HDD) is sufficient for the image data (5). If the memory space 
available is insufficient, memory insufficiency information is sent to the 
print server 2 and the captured image data is deleted (6). 
5 [0022] 

If the available memory space is sufficient, the image data is stored, 
a job number and a password (ID card information) are set, and the job 
number is sent to the print server 2 (7). The print server 2 sends the 
information received from the printer 3 to the computer 1 (8). The 
10 computer 1 displays the information received from the print server 2 on the 
display and prompts the user to a next operation (9). 
[0023] 

At this time, if the user does not want to output the sent data, the 
user uses the computer 1 to send a command to delete the output data 
15 (10) to the print server 2, which sends the command to the printer 3. The 
printer 3 deletes the image data, the job number and the like from the 
memory according to the command (11). 
[0024] 

If the user wants to output a plurality of documents as confidential 
20 documents, the above-described processes (1) to (10) are repeated. 

When the user commands job numbers to be integrated at the output of 
the last document (job), the print server 2 sends the command to the 
printer 3, which integrates the image data in the memory of the same user 
into one file and the job numbers into one number, which is sent through 
25 the print server 2 to the computer 1 (12). 
[0025] 

The user operates the operation panel 34 of the printer 3 to input 
the above-described job numbers and a preset password or read an ID 
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card by the card reader (13). The printer 3 prints out the image data 
stored in the memory according to the input information (14). The printer 
3 then deletes the image data that has been printed out and the job 
numbers. Thus, a highly reliable printer security system is constructed by 
5 performing the above-described processes. 
[0026] 

Figure 4 is a configuration diagram illustrating functional blocks in 
each machine and data l/F between the machines according to a second 
embodiment. Like reference numerals are used to indicate the same 

10 sections as those in the blocks of the first embodiment as shown in Figure 
2 and the contents are the same as described above. The printer 3 has 
an image data processing section 37 instead of the image (video) data 
storage section 32 in the first embodiment. The printer 3 sends a job 
number, an image data capturable signal and the like to the print server 2. 

15 [0027] 

Figure 5 is a process flow chart of a security system according to 
the second embodiment. This flow chart corresponds to Figure 3. The 
user uses the computer 1 to send a print output signal and a confidential 
document command (1) to the print server 2. The print server 2 receives 

20 the information and sends it to the printer 3 (2). The printer 3 receives a 
command from the print server 2 (3) and at this time confirms whether the 
print command is a confidential document (4). If it is a common 
document, the printer 3 receives the image data without any processing 
and control transfers to a normal print process. 

25 [0028] 

If it is a confidential document, a job number and a password or ID 
card information are set, which are sent to the print server 2 (5). The 
print server 2 sends the information to the computer 1 (6). The computer 
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1 displays the information received from the print server 2 on the display 

and prompts the user to a next operation (7). 

[0029] 

At this time, if the user does not want to print out the sent data (8), 
5 the user uses the computer 1 to send a command to delete the output 
data (9) to the print server 2, which sends the command to the printer 3. 
The printer 3 deletes the job number and the like from the image data 
> processing section 37 according to the command. 

[0030] 

10 If the user wants to output the data without any processing, the user 

operates the operation panel 34 of the printer 3 to input the above- 
described job number and a preset password or to input ID card 
information by the card reader (10). The printer 3 checks the job number 
and user information (password and ID card information) stored in the 

15 image data processing section 37 against the input information. If no 
problem is found, the printer 3 sends an image data acceptable signal to 
the print server 2 (1 1). 
[0031] 

The print server 2 sends the information from the printer 3 to the 
20 computer 1 (12), which receives the signal and sends image data to the 
print server 2 (13). The print server 2 sends the image data to the printer 
3, which prints out the image data. The printer 3 then deletes the image 
data that has been printed out and the job number. Thus, a highly 
reliable printer security system is constructed by performing the above- 
25 described processes. 



- 5 - 



